Ventoy Multi-Bootable USBs

By: Cpl Jimenez
3rd PLT DCO-IDM
LU: 20231106

This document will serve as the guide to Ventoy installation and usage for operations.
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Overview

Ventoy is a free tool used to create multi-bootable USBs. If installed on a USB correctly,
you will be able to store as many .iso files as you have space for on the USB and boot
from whichever one you choose. You can also use the USB as a regular thumb drive to
store files without affecting ventoy or the ISOs you have stored on the USB.

You can install Ventoy over Windows or Linux, however this guide will only go over the
Linux installation because the way Ventoy works, it alters parts of the USBs MBR and
partitions during installation, which Windows tends to think is a virus or malicious
activity. It is much easier to install Ventoy on Linux, since it requires only a single
command.
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Ventoy Installation

Start with a Linux distro of your choice, and a USB, preferably one that is at
least 32GB in size.
Go to ventoy.net
> Under the Downloads tab, download the linux version of ventoy
Extract the zip onto the desktop and navigate inside the newly extracted
ventoy directory
Keep going further into the directories until you find one which has
Ventoy2Disk.sh
> Somewhere in the blank space, right click and select ‘Open in
Terminal’
To install ventoy, use this singular command: sudo sh Ventoy2Disk.sh -i
/dev/sdc
> The sudo command ensures you run it with administrator privileges
> The ‘sh’ part after sudo tells the terminal that you are about to run
a script
> Ventoy2Disk.sh is the script itself that we are using to install Ventoy
onto the USB. **NOTE: The name of the script, like all things in
Linux, is case sensitive**
> -iis the option we use to install ventoy onto the USB
> /dev/sdc was the location of my USB when | performed the
installation. Yours may be different. Double check with the Disks
utility.



}-[~/Desktop/ventoy-1.0.96]
Ventoy2Disk.sh -1 fdev/sdc
[sudo] password for kali:

Ventoy: 1.8.96
longpanda admini

Disk
Model:

Size

the dis will be
Continue?

irtitions on /dev/sdc by parted in MER

|-[~/Desktop/ventoy-1.0.96 ]




< When you run the command, you will be warned that continuing with the
installation will result in the loss of all data on the USB (since installation
requires reformatting of the USB). Select yes to continue, but make sure to
back up your data first.

< The command will prompt you a second time, double checking that you
are sure you want to continue with the installation (and destruction of
your data). Select yes again.

+ The script will then work its magic and after a minute or two, ventoy will
be installed on your USB.

Ventoy Set-Up
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< Do not touch the EFI partition! No data or files will go here, ever.

« Select the other partition. This is where all your ISO files will go, into the root of the filesystem

< You can also change the theme of your Ventoy USB using GRUB themes if you so desire:

> Navigate to gnome-look.org

> On the left-hand navigation pane, scroll down to and click on ‘GRUB Themes'. There
should be about 460 of them. Pick whichever one you like and click download.

pling : Gnome, opendesktop.org - opencode.net Community ,  About
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Various Gnome Stuff
6 hours ago
Various Gnome Theming - installer included

Wallpapers Gnome

> Open the zipped file using whichever archiving software you’re comfortable with such as
WinRar or 7zip.

> Navigate through all the directories until you find one that has a theme.txt file at the
bottom

ccccccc

Glad you like it. Enjoy ;)

darkeye90

2hours ago

LIQUID Desktop [new color enhance
ments this update]

Thank you, and you're very
welcome; I'm glad you like it!



> Go back one directory, and minimize the window for now
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Back in your Ventoy USB, go to the root of the filesystem (where all your I1SOs are or

should be if you haven’t placed any yet) and create a folder named ‘ventoy’ (Case

sensitivity counts)

Inside the newly created ventoy directory, create a subdirectory named ‘themes’ (again,

case sensitive)

Go back to the window where you had the parent directory pulled up. Drag this
directory into the newly created ‘themes’ subdirectory




W themes +
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> Step out of the themes subdirectory into the ventoy directory and create a new text file
named ‘ventoy.json’. You will get a warning saying that changing file extensions may
cause them to not work as intended. Click ‘ok’ to proceed

> Inside the json file copy and paste this code:

m

[ "theme": {

n "file": " /ventoy/themes/blur/theme.txt"
n }

m }

> Replace ‘/blur/’ with the name of the parent directory you dragged into the themes
folder. For example, if your parent directory was fallout-grub-theme-master then the line
of code would read “file”: ”/ventoy/themes/fallout-grub-theme-master/theme.txt”

= Tryhackme.txt 7TluoxHSiG)] e LICENSE.txt ventoy.jsor ® aF

File Edit View

"theme": {
"file": "/ventoy/themes/fallout-grub-theme-master/theme.txt"




«» Restart your machine, making sure that you change the boot order so it boots from the USB{...., ™
and that you have disabled Secure Boot. If you installed everything properly, the Ventoy USB
should load up displaying your chosen theme and a list of all your ISOs that you can boot from.

Ventoy Use Cases
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As explained in the overview, Ventoy USBs will allow you to store as many ISOs as you want or
have room for and boot from them, while simultaneously allowing you to use the USB as a
regular thumb drive to transport files between machines.

% Make sure that before you attempt to boot from a Ventoy USB, turn off Secure Boot on the
machine you are using. The Ventoy USB will not boot properly if Secure Boot is turned on.



