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This document will serve as the guide to ESXI installation and usage for operations.
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ESXI Overview

ESXI is a type 1 hypervisor developed by VMWare for deploying and serving virtual computers.

In our networks, we install it on a CyberPac, a type of mobile server. All of our tools like Splunk,
Arkime and OpenVAS are VMs hosted on ESXI.
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ESXI Installation

Before beginning You will need:
-a Monitor plugged into the MiniRax via VGA
-a Ventoy multibootable USB with Gparted installed on it, plugged into the
MiniRax
-a keyboard plugged into the MiniRax
-a mouse not plugged into the MiniRax (for now)
Turn on the MiniRax
Tt ST _i————*“—’,__.i (T

Press F11 to invoke the boot menu
Enter the BIOS password

If the option to boot from USB is unavailable:

Change the boot order in ‘UEFI Setup’ to boot from the USB first
Save Changes and Reset

-MiniRax will reboot

The next step is to wipe the drives using the Gparted tool on the USB:
Press F11 as the CyberPac reboots and invoke the boot menu

Press F2 to enter BIOS password
Enter the BIOS Password



> Boot from the USB click USB option on screen using down arrow

Please select boot device:
I P R
VMware ESXi (SAMSUNG MZ27LH3T8HML T-00005)

UEFI 0S (SAMSUNG M2 7LH3TBHMLT-00005)
: UEFI: USB

Enter Setup

T and {4 to move selectiqn
ENTER tO select boot device
Esc to boot using defaults

> In the Ventoy GUI use the down arrow to select "gparted-live*"
-select this one with the ENTER key

gparted-live-1.5.0-1-amd64. iso

VMware-vMvisor-Installer-7. 0U3g-20328353.%86_64. iso
Hinliltools. iso



> Select Normal-Mode

Boot in normal mode
Boot in grub? mode
Boot in memdisk mode
File checksum

Return to previous menu

Select Don't touch keymap (this leaves the layout of the keyboard default)

1 Configuring console-data
The keumap records the layout of symbols on the keyboard.

- 'Select keymap from arch list': select one of the predefined keymaps
specific for your architecture (recommended for non-USB keuboards);
'Don't touch keymap': don't overwrite the keymap in /etc/console,
which is maintained manually with install-keymap(8);

'Keep kernel keumap': prevent any keymap from being loaded next time
the system boots;

'Select keymap from full list': list all the predefined keymaps.
Recommended when using cross-architecture (often USB) keyboards.

Policy for handling keumaps:

Select keumap from arch list
Don't touch keumap
Keep kernel keymap
Select keymap from full list

<0k> <Cancel>




> Type 33 in the lower pane (this selects the english language for the keymap)
-press enter

Langue selected en_US

Setting locale in 7etc/default/locale. ..
done!
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Tf failing to enter graphical environment, and it does not return to tex
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I:e; Cont inue tng:u start X to use GParted automatically
(1) Run 'Forcevideo’ to config ¥ manually

(2) Enter command line prompt
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> Select mode, type 0 and press enter

> Unplug the keyboard and plug the mouse in where keyboard was plugged in

> Gparted will automatically open
> Select top right drop down menu

g

GParted  Edit

Al s

View Deyice Partition Help il
3 @ | 9 ! R Help
'

;‘ fdevisdb  (3.49 Tig)

L /devisdc  (3.49TiB)
Partition

i ey

UHUSE.'..I
unallocated 3.49 TiB

b s'ysbteh')“' A /dev/sdd  (3.49TiB) ‘\
L /devisde  (57.30Gi) |
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-Note if the drive only has unallocated like the image above move on to the next
drive
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(it
|.\}
>



> -Note what drive you are booting from (reference the storage size of yc..
flash media and the drives available)

CE : ; B b 001
GParted Edit View Device Partition Help

(s ® D B B9 o " | . /dev/sde (57.30 GiB)
Jdev/sdel
57.27 GiB
Partition File System Label Size Used Unused Flags
jdevisdei s J  exfat Ventoy 57.27 GiB e — boot
Jdev/sde2 . is09660 GParted-live 32.00 MiB - -— esp

-Note DO NOT DELETE IT
-Note the media you are booting from will likely be the last partition
> For each of the partitions click the name of the partition and click on the X with
the red circle around it
-Do it for each of the drives/partitions

‘ [T WG il " ‘\A“‘,!i“x;ﬂ}mimg"—-ui i R
GParted Edit View Device Partition Help |
® ﬁl- = I TR Y 4 . fdevfsdb (3.49TiB) ‘
y fdev/sdb8
3.37TiB
Partition Name File System | Size Used Unused 77'77{[:-7)95
/dev/sdbl i fatie 100.00 MiB 902.00 KiB 99.12 MiB boot, esp

unallocated unallocated 1.97 MiB

Jdev/sdbS BOOTBANKI 4.00 GiB 204.88 MiB 3.80 GiB msftdata
unallocated B unallocated 1.00 MiB - ---
/dev/sdb6 BOOTBANKZ 4.00 GiB 384.00 KiB 4.00 GiB msftdata
unallocated [ unallocated 1.00 MiB - =
jdev/sdb7 4. OSDATA 119.90 GiB
unallocated I unallocated 1.00 MiB Ll e

Jdevisdbg 4 datastorel 3.37 TiB

0 operations pending

> When done there should only be unallocated space in the middle pane
> Click the green check mark
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Click apply

i"’ i

‘GParted Edit View Device Partition Help

O 2| & E|a ¢

Partition File S

Apply operations to device

Are you sure you want to apply the pending
operations?

Editing partitions has the potential to cause LOSS of DATA.
You are advised to backup your data before proceeding.

Apply S

Cancel

Click close on the popup

Click the dark gray box in the top right to close the Gparted application
Click the Exit button in the top left to exit Gparted

Double click ONCE (This will take time) *if nothing happens after about 30
seconds, try again.




> When the pop up appears select reboot and select ok

(@ | Select item from the list [ ]

Exit

Pick Action
O Reboot

Shutdown
Logout

Cancel

> While rebooting swap the keyboard and mouse
> REMOVE media (USB drive) and then press enter

458.264844] [2608]: Failed to unmount /runslive/medium: Device or resgurce busy

458.270570] sustemd-shutdown[1]l: Could not detach loophback /dev/loop@: Device or resource busy
458.271638] sustemd-shutdown[i]: Could not detach DM /dev/dm-6: Device or resource busy
458.272160] watchdog: watchdogé: watchdog did not stop!

Please remove the live-medium, close the trau (if any) and press ENTER to continues_

The next step is to install ESXI on the freshly wiped drives:

Plug media (USB drive) back in
Press F11 and invoke the boot menu
Enter BIOS Password

Boot from USB
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Please select boot device:
e L s S bea, 0 et O S Tl Pl S

UEFI: USB
Enter Setup

B —

T and { to move selection
ENTER to select boot device
ESC to boot using defaults

> In Ventoy GUI down arrow to the "VMware-VMvisor-Installer*"
-select this one with the ENTER key



> Normal Mode

Boot in normal mode
Boot in grubZ2 mode
Boot in memdisk mode
File checksum

Return to previcous menu

> ESXI Loader might take a couple minutes to load
> Press ENTER once prompted after loading continues

Nelcome to the VI“luare ESXi ¢7.0.3 Installation
\hu

VMuare ESXi 7.0.3 w|ns'!:al 1s on most systems but only

systems on VMuare = Compatubllntg Guide are supported.
\H\‘ il

Consult the VHuare Compatlbulutg Guide at:

http://uuu.vnuare . com/resources/compat|b|l|tg

Select the oper‘at‘ron:‘to per‘f‘orm.

> Press F11 to accept and continue
> Select the the first option for storage location

(any ex lst ng
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> Contains a VMF parti | ”w
# Claimed bg VYMuare ‘WM
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Storage Deuuce

SAMSUNG MZ7LH3T A SAMSU G I"IZ? H
SAMSUNG MZ7LH3T LA SAMSUNG_MZ7LH
SAMSUNG MZ7LH3T8
SanDisk 3. ZGenl |

57.30 GiB
|




> Select US Default for keyboard layout

| f““‘\
Please se
WL
Suiss French
Suiss German
Turkish

LUs Duorak\
Ukrainian
United Kingdom

Use the arrou keys to sdroll.

> Create Root Password and use down arrow to confirm password and then press
ENTER

Enter a root password

Root password:
Conf irm password:

> Press F11 for install

Conf irm Install

The installer is configured to ESXi ¢.D.3 on:
t10.ATA SAMSUNG_MZ7LH3T8HML T2DO000S S456NYDR40
3949

Warning: This disk uill be repartitioned.

> When Finished
> REMOVE THE FLASH MEDIA



> Press ENTER to Reboot

Installaiion Complete
ESXi 7.0.3 has been idst?lycd successfully.
| ‘\““ 1 |
ESXi 7.0.3 will operate ﬁn”éualuation mode for 60 days.

To use ESXi 7.0.3 after the evaluation period. you nust
register for a UMuare;pr@dQct‘license.

To administer your Seﬁuef,ﬁnauigat
hostname or IP address from your u
Direct Control User Interface.

e to the server’s
eb brouwser or use the

Reboot the server to start using ESXi 7.0.3.

> Press F11 once rebooted
> Enter the BIOS Password
> Boot from VMWARE ESXI

Flease select boot device:

———————— e o

VMware ESXi (SAMSUNG MZ27LH3TS8HML T-00005)

UEFI 0S (SAMSUNG MZ27LH3TS8HML T-00005)
Enter Setup

T and 4 to move selection
ENTER to select boot device
EsSC to boot using defaults




ESXI CONFIGURATION

To manage this host, go to:
https://10.1.5.11/ (STATIC)

I(FZ) Custonize Systen/View Lugsl

> Hit F2 to go to the configure management network

> Use down arrow to enter password

> Use down arrow to scroll down to configure management network

Systen Customization

onf igure Password

Conf igure Lockdoun Mode

|Cnnfigurc Managenent H:tuurkl
estart Management Networ]
Test Management Network
Network Restore Options

Conf igure Keyboard
Troubleshoot ing Options

Vieu Systen Logs
View Support Information

Reset System Conf iguration

> Press ENTER
> |Pv4 Configuration

Conf igure Management Network

etwork Adapters

VLAN (optional)

IPv4 Configuration
IPv6 Configuration
DNS Conf iguration

Custom DNS Suff ixes

Conf igure Password

1t unauth
for th

1
Network Adapters

vnnicl (Intel LAN X722 #2)

vnnicl (Intel LAN X722 #1)



> Press ENTER

> Set Static IPv4 with SPACE

> Set up IPv4 address (10.1.5.11) , subnet mask (255.255.255.0), and
default gateway (10.1.5.1)

> Press ENTER to confirm

IPv4 Configuration

This host can obtain netuwork settings automatically if your netuwork
includes a DHCP server. If it does not, the following settings must be
specified:

( ) Disable IPv4 configuration for management network

( ) Use dynamic IPv4 address and network configuration

(o) Set static IPv4 address and network configuration:

IPv4 Address [ 10.1.5.11
Subnet Mask [ 255.255.255.0

Default Gateway [ 10.1.5.1

<Up/Doun> Select <Space> Mark Selected <{Enter> 0K <Esc> Cancel

> Scroll down to IPv6 configuration
> Press ENTER

> Disable IPv6 by pressing SPACE
> Press enter to confirm

IPv6 Conf iguration

This host can obtain network settings automatically if your netuork
supports Stateless Address Autoconf iguration (SLAAC) or includes a
DHCPv6 server. If it does not, static settings must be specified:

(o) Disable IPv6 (restart required)

( ) Use dynamic IPv6 address and network conf iguration
[ 1 Use DHCPvG
( ) Set static IPv6 address and network configuration

Static address #1 [ 1
Static address #2 [ ]
Static address #3 [ ]
Default gateway [ 1

<Up/Doun> Select _{Space> Mark Selected <Enter> OK <Esc> Cancel

> Scroll down to DNS configuration and press ENTER to select

> Use down arrow to select “use the following DNS server address
and hostname and press SPACE to select

> Set Primary DNS to 10.1.10.14 and Alternate 10.1.10.15



> Press ENTER to confirm

DNS Conf iguration

This host can only obtain DNS settings automatically if it also obtains

its IP configuration automat

( ) Dbtain DNS server addresses and a hostname automatically
(o) Use the following DNS server addresses and hostname:

Primary DNS Server
Alternate DNS Server
Hostnane

0.1.10.14

(1
[ 10.1.10.15

{Up/Doun> Select <{Space> Mark Selected {Enter> 0K <Esc)> Cancel

> Press ESC then press Y to save changes and reboot
Conf igure Management Network: Conf irm

You have made changes to the host s management network.
Applying these changes may result in a brief network outage.
disconnect remote management software and affect running virtual
machines. In case IPuv6 has been enabled or disabled this will
restart your host.

Apply changes and reboot host?

<N> Yes

<N> Ho <Esc?> Cancel

ESXI Networking Configuration Set-Up

By: Cpl Uptmor, Connor
This section will serve as the guide to configuring the networking on ESXi.

VSwitching

% To create a virtual switch in ESXi you will click on the networking tab and then Virtual
Switches.

L)

% Once you are on this page you will click Add Standard Virtual Switch to create a vswitch.

2

« When you are creating the vswitch you will only need to name it and click accept for
everything in the security tab, that is it.
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You will have to create three total vswitches for a deployment of the kit.
> One for domain services (for all of your tools and domain controllers to talk to
each other, and for your analyst laptops to talk to the tools).
> One for the span port (sniffing).
> One for the external interface of the firewall.

£) CP1 - Networking

Port groups Virtual switches Physical NICs VMkernel NICs TCP/IP stacks Firewall rules

&= Add standard virtual switch (@ Refresh

Name v | Port groups ~ | Uplinks v | Type

(@ vSwitch0 3 2 Standard vSwitch
[ Domain Services 1 2 Standard vSwitch
B Sniffing 1 1 Standard vSwitch
@ Firewall External 1 1 Standard vSwitch

Port Groups

You need to create port groups in order enable a VM to communicate to a vswitch.
When you create a port group you will assign it to a vswitch.

Port groups are what you assign to Virtual Machines so they can communicate. | would
recommend naming your port groups and vswitches the same thing so there's no
confusion.
> Example:
Portgroup: Domain services
Vswitch: Domain Services

The domain services port group and vswitch, the firewall external port group and vswitch

can have a vlan id of 0 which is the vlan of the user ports.

The management (already configured) port group and vswitch and the sniffing port group
and vswitch NEED to have a vian id of 4095 because the sniffing interface needs to

Q Search

4 items



Port groups Virtual switches Physical NICs VMkernel NICs

:‘:_g' Add port group
Name

€) Domain Services

E?_ Firewall External

€3 Snifiing

€3 VM Network

@ Management Network

%4 Add port group - NAME HERE

allow all vians to capture all of the traffic. Also set the port group to promiscuob.

mode to allow all types of network traffic.

| € Refresh |

~ | Active poris

<

port group.

3

TCPIP stacks Firewall rules
VLAN ID v | Type v | vSwitch
0 _ Standard port group (@8 Domain Switch
0 * Standard port group M Firewall Switch
4095 ‘ Standard port group @8 Sniffing Switch
0 ‘ Standard port group 38 VM Switch
4095 ‘ Standard port group @8 vSwitch0

% To make a port group you will click on the port groups tab in networking and click add

% From here you will select which vswitch you would like to put it on and also what vlan ID.

In the security tab leave everything as Inherit from vswitch.

Mame

VLAN ID

Virtual swatch

| = Security

Promiscuous mode

MAC address changes

Forged transmits

| NAME HERE i
- apif—

Domain Services

J Accept O Reject @ |nhent from vSwitch
O Accept O Reject ® Inherit from vSwitch

U Accept U Reject ® Inherit from vSwitch

H

*NOTE**: When working with a CyberPak, having unnecessary physical connections (vmnics)
connecting to the Management vSwitch will confuse the Pak. In the event of unexplained
connection loss, disconnect all cables and reconnect only the bare necessities.



(2= Domain Services

Domain Services
| | Type

frm— Porl groups.

Uplinks

A This virtual switch has no uplink redundancy. You should add another uplink adapter. &} Actions

Standard vSwitch
1
1

~ vSwitch Details
MTU
Ports

Link discovery

1500
9216 (9182 available)

Listen / Cisco discovery protocol (CDP)

Reverse policy

Cithact

== Firewall External

Attached VMs 4 (4 active)
Beacon interval 1
~ NIC teaming policy
Notify switches Yes
Policy Route pased on originating port ID

Yes

e

~ vSwitch topology

€ Domain Services
VLANID: 0
« Virtual Machines (4)
& Dt
MAC Adaress 00.00:29:20:31:72
& pe2
MAC Adaress 00:00: 28 84:087c
(B Palo-Alio
MAC Address 00:06:24:d0:b2:04
& SecOnion
MAC Address 00:0c:24:0:bb:10

(O O 0 0

s Physical adapters

mm vmnic2 , 1000 Mbps, Full

5 Adduplink # Editsettings | (3 Refresh | {0} Actions

Firewall External
| Tyee

oy Port oroups

Uplinks:

A This virtual switch has no uplink redundancy. You should add another uplink adapter. ﬂ Actions

Standard vSwitch
1
1

~ vSwitch Details

MTU 1500
Ports 9216 (9182 available)
Link discovery Listen / Cisco discovery protocol (CDP)
Attached VMs 1 (1 active)
Beacon interval 1
+ NIC teaming pelicy
Notify switches Yes

~ vSwitch topology

€ Firewall External
VLAN ID: 0
~ Virtual Machines (1)
(s Palo-Alto
MAC Address 00:00:20:00 b2.63

mm Physical adapters

mm vmnicll




(== Sniffing

& Add uplink 4 Editsetings | & Refresh | £} Actions

— Sniffing
[ \, Type
= Port aroups
Uplinks

L. This virtual switch has no uplink redundancy. You should add another uplink adapter. ﬂ Actions

Standard vSwitch
1
1

~ vSwitch Details

~ vSwitch topology

MTU 1500
Sniffing Physical adapiers
Ports 9216 (9182 available) <3 L 4 Lz J
VLAN ID: 4095  vmnic10
Link discovery Listen / Cisco discovery protocol (CDF) ~ Virtual Machines (2)
Aftached Vs 2 (2 active) 5 Palo-Alto
MAC Adcress 00:0e:20d0 82ce
Beacon interval 1 & Seconion I
MAC Adcrass 00:0c:20:0:bb: 13
~ NIC teaming policy
Notify switches Yes
(= vSwitcho

= Adduplink 7 Editsettings | (& Refresn | £} Actions

vSwitch0
Type

Port groups:
Uplinks:

Standard vSwitch
5

2

~ wSwitch Details
MTU

Ports

Link discovery

1500
9216 (9182 available)

Listen / Cisco discovery protocol (CDP)

Reverse policy

Attached VMs 0 (0 active)
Beacon interval 1
~ NIC teaming policy
Notify switches Yes
Policy Route based on originating port ID

Yes

~ vSwitch topology

€ VM Network
VLANID: 0

7

g Management Network
VLAN ID: 4095
~ VMkernel ports (1)
@ vmk0: 10.1.5.11

= Physical adapters

mm vmnicO , 1000 Mbps, Full
. mm vmnic1, 1000 Mbps, Full
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Configuring IPMI

« Power On MiniRax

Press F11 to enter boot Menu

Select Enter Setup

Navigate to the IPMI tab

BMC Network Configuration

Update IPMI LAN Configuration set to ‘Yes’
Station IP Address set to ‘10.1.5.12’
Subnet Mask set to 255.255.0.0’

Gateway IP Address set to “10.1.5.1°

Press F4 to Save and quit

YVYYYVYVYYYVYY

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Station IP Address




