Splunk Forwarder (WINDOWS)

Thursday, March 28, 2024 12:18 PM

On the windows machine:
1) Install the forwarder onto the host
a. Double click the msi and follow the setup wizard
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1) It will need to script out
2) On the Splunk webpage
a. Createanapp
i. Once in the Splunk webpage, go to the manage apps page
Administrator ¥ Activity v Helpv | Q Find
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Product Tours Add Data Explore Data Splunk Apps 2
Splunk Essentials for Cloud New to Splunk? Take a tour to help Add or forward data 1o Splunk Explore data a how Hunk Apps and add-ons extend the
and Enterprise 90 you on your way. Enterprise. Afterwards. you may a capabllies of Splunk Enterprise.
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Close
Readiness App
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ii. Once in the Manage Apps Page, you will click on "Create App"
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ettings v

Activity v

Adminy Help v

Apps

Showing

25 0f 32

Name ¢ Folder name ¢ Version$  Update checking & Visible$  Sharing ¢
Corelight App For Splun CorelightForSplunk 246 Yes Yes Global | Permissions
SplunkForwarder SplunkForwarder Yes No App | Permissions
SplunkLightForwarder SplunkLightForwarder No App | Permissions
Splunk Add-on for Sysmon Splunk_TA_microsoft_sysmon 310 Yes No Global | Parmissions
Splunk Add-on for Zeek Splunk_TA_zeek 105 Yes No Global | Permissions
TAsuricata-4 TA-suricata-4 Yes No Global | Permissions
ThreatHunting ThreatHunting Yes Yes Global | Permissions
Log Event Alert Action alert_logevent 2041 Yes No App | Permissions.
Webhook Alert Action alert_webhook 9041 Yes No Permissions
Apps Browser appsbrow 9041 Yes No App | Permissions.
DCO Tools deo_tools 100 Yes No Permission
introspection_generator_addon introspection_generator_addon 2041 Yes No App | Permissions.
journald_input journald_input Yes No Permissions
Home tauncher Yes Yes App | Permissions.
leamed leamed Yes No Permission
legacy legacy Yes No App | Permissions.
Upgrade Readiness App python_upgrade_readiness_app 403 Yes Yes Permissions
sample data sampie_app Yes No App | Permissions.
Search & Reporting search 9041 Yes Yes App | Permissions
Splunk Dashboard Studio splunk-dashboard-studio 174 Yes Yes App | Permission
Splunk Archiver App splunk_archiver 10 Yes No App | Permissions.
Splunk Assist splunk_assist 103 No No App | Permissions
~loud and Enterprise 9.0 splunk_essentials_9_0 100 Yes Yes App | Permissions

https://30.1.10.72:8000/en-US

iii. Once you click on "Create App", you will see the image below
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Edit properties | Vi ts | 2 View details on Splunkbase

Edit properties | View obj 2 View details on Splunkbase

Edit properties | View objects | [2 View details on Splunkbase

Launch aj 2 View details on Splunkbase

Edit properties
Edit properties | View objects
Edit properties | View objects
Edit properties | View objects
Edit properties | View objects
Edit properties | View objects
Edit properties | View objects

Launch app | Edit properties

View objects,

Edit properties | View objects

Launch app | Edit properties | View objects | 12 View details on Splunkbase

Launch app

properties | View objects

Laun

app | Edit properties | View objects

Edit properties | View objects | (2 View details on Splunkbase

Edit properties | View objects | (2 View details on Splunkbase

Launch app | Edit properties | View objects | 12 View details on Splunkbase

N

1) The following is what you will fill in, unless told otherwise
a) Name =DCO Tools
b) Foldername = dco_tools
c) Version=1.0.0
d) Visible = no
iv. Then double check the manage apps page to verify that the app was created
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Apps

ing 1-25 of 33 items

Nome » ot name + Vesons  Updatechecking®  Vable s
Coralght App For Splurk CorelightForspun 248 Yes Yes
SplunkFomercer SplurkForvarder Yes No
SplunkLightFormarder SplurktighForuarder ves No
Splunk Ace-on or Sysmon Splunk_TA.microsoft_sysmen 310 Yes No
Splunk Add-on for Zeek Splunk_TA_zeek 105 Yes No
TA-suricata-4 TA-suricata-4 234 Yes No
ThreatHunting ThreatHunting 151 Yes Yes
Log Event Alert Action alert_logevent 9.041 Yes No
Webhaok Alert Acton alert_webhook 041 Yes No
Apps Browser appsbrowser 92.0441 Yes No

aco.to0ls 100 ves No
inospecion_generator_addon inrospection_generator_sdson 041 e No
jourmaie nput Journaienput Yes No
Home launcher Yes Yes
leamed learned Yes No
legacy legacy Yes No
Upgrade Readiness App python_upgrade _readiness_app 403 Yes Yes
sample data app Yes No
Search & Reporting soa1  ves Yes
Splunk Deshbomnd Stucio splunkc dashboard-stucio 174 Yes Yes
Splunk Avchiver Agp splunk_srehiver 10 ves No
Splunk Assis spiuni_assis 103 No No

“Hous and Enterprise 90 splunk_essentals_9_0 100 Yes Yes

hitps:/20,1,10.728000/en-US
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3) SSH into splunk cli using MobaXterm
a. 1p:30.1.10.72
b. Username: dco_admin
c. Password: Standard

4) **First step is you are going to copy dco_tools from /opt/splunk/etc/apps to
/opt/splunk/etc/deployment-apps**
a. Cd /opt/splunk/etc/apps
i. You need to run this command before running the command below
b. Sudo cp -r dco_tools/ /opt/splunk/etc/deployment-apps/
i. This should copy the dco_tools app to the deployment-apps directory

5) You will then Switch to the dco_tools copy in the deployment apps directory
a. Cd /opt/splunk/etc/deployment-apps/dco_tools
i. If the command does not run, run the command "sudo su" and then run the cd
command again
b. When you use the "Is" command you should see 4 directories
i. Bin, default, local, and metadata
c. Inthe /opt/splunk/etc/deployment-apps/dco_tools/bin directory
i. Mv the deploy.bat, sysmon.exe, sysmonconfig-with-filedelete.xml, so-elastic-agent-
windows_amd64.exe into this directory
1) Ensure you know the location of the files before running, if you need the files,
they are in the share in the file location below
2) Copy the files over to your desktop and then make note of where they are
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Home Share View o

€« O + Metwork » 10,1.10,1776 * Share * 3.)Knowledge » DCO_tools * SplunkUF » bin v | D 2 Search bin

MName Date medified Type Size
7 Quick access

[Z] depler Windows Batch File
[ Desktop * e : . I
|| README File
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@ This PC
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3) The command to mv the files over to the splunk cli is "mv (filepath of the file)"
a) Run this command individually for each file
i) The commands below are examples as to how the command should
look
ii) Mv /home/dco_admin/deploy.bat .
iii) Mv /home/dco_admin/sysmonconfig-with-filedelet.xml .
iv) Mv /home/dco_admin/sysmon64.exe .
v) Mv /home/dco_admin/so-elastic-agent_windows_amd64 .
b) Modify the deploy.bat if need be

d. In the default directory
i. Create file inputs.conf
1) Sudo vim inputs.conf
a) -copy the text below into inputs.conf
i) [script://.\\bin\\deploy.bat]
disabled = False
interval = 3600

[WinEventLog://Microsoft-Windows-Sysmon/Operational]
index= sysmon

sourcetype = Xm|WinEventLog:Microsoft-Windows-
Sysmon/Operational

disabled = false

renderXml = true

[WinEventLog://Security]

disabled = false

index = win_security

sourcetype = wineventlog:Security
renderXml = false

[WinEventLog:System]

disabled = false

index = win_system

sourcetype = wineventlog:System
renderXml=false

[WinEventLog://Application]
disabled = false
index = win_application
sourcetype = wineventlog:Application
renderXml=false
b) Once put in, it should look like the image below
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[WinEventlLog Microsoft-Windows -Sysmon/Operatio 1
index= sysmon
> mlWinEventLog:Microsoft-Window: smon/Operational

sourcetype
renderxml

sourcetype = wineventlog:Application

renderxml

"inputs.conf" 28L,

ii. Reload the deployment server with the command below
1) /opt/splunk/bin/splunk reload deploy-server

6) Once you the deployment server has been reloaded, go back to the Splunk webpage and verify the
app is now up
a. Once in the home page, click on the settings drop down

Administrator v @) M v Seingsv Acivityv Helpv |Q Find

Explore Splunk Enterprise

Search & Reporting

Corelight App For Spiunk

Product Tours Add Data Explore Data Splunk Apps 2
New to Splu Add or

you or Enter

Splunk Secure Gateway

ThreatHunting

Upgrade Readiness App

Zeek App for Hunting

+ Find More Apps
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b. A
c. Once you have clicked the settings dropdown, click the forwarder management

Explore Splunk Enterprise ENOWLEDGE Dara
Search ports, and alel Data inputs
Search & Reporti /] Data models Forwarding

( Event types Inde:
| Add Data
| Tags rtacceleration summaries
Corelighi or S s |
Sarehatt App Fos Selonk Fields Virtual indexes
Product Tours Add Data Explore Data -
Lookups Source types
Splunk Essentials for Clo New to Splunk? Take a tour to help Add or forward data to Splunk Explore data and def: User interface
and Enterprise 9.0 YOu on your way. Enterprise. Afterwards, you may parses that data)

Alert actions

Ad d saarch DISTRIBUTED ENVIRONMENT

Explore Dat:

Indesxer clustering

orwarder management
SYSTEM Faderated search
ThreatHunting Server Distribuited search

Server

Health USERS AND AUTHENTICATION
Upgrade Readin: RapidDiag Rolas

instrum

Licensing
Zeek App for Hunting Workload management Password Mar

Au

hentication Mef

hitpst//30.1.10.72:8000/en-US

d. A
e. You will now be in a page that looks like the image below, click on the Apps tab

Documentation [

N TS
Apps(2)  ServerClasses()  Clients (2)
Phbre Home: All AllClients > | filter
Client Name Instance Name 1P Address Actions Machine Type Deployed Apps  Phone Home

904D705A-8891-4CAASEIC-CE7CE4DEDDY DESKTOP-FPOUFOJ 2011013 Delete Record windows-x64 1

loyed & 4 minutes ago

B6838CA4-3767-4B4E ABCE 56A42430EGE5 1stpit-sof 2011011 Deleta Record linux-»86_64 Odeployad A 4 minutes ago

https://30.1.10.72:8000/en-US
g. A
h. Once you click on the apps tab you should now be able to see the app that you created

Splunk Page 6



Forwarder Management
Repository Location: $SPLUNK_HOME/etc/deployment-apps

2 Clients

Actions Clients
Editv 1deployed
0 deployed

Edit

You will then click on the edit button under the actions column

Forwarder Management Documentation (2
Repository Location: $SPLUNK_HOME/etc/de ployment-apps
2 Clients 0 Clients

Apps (2)
2 Apps 10 Per Page ¥

Name Actions After Installation Clients
deo_tools Enable App deployed
ToolDeployment Edn Enable App 0deployed

hitps://30.1.10.72:8000/en-US

. A
m. Once you click on the edit button, you should be on a page that looks like the image below,

you will then click the check box to enable "Restart Splunkd" and click save
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Edit App: dco_tools Documentation (2

Server Classes

deo_tools

S m

- All Clients = | filter

Phone Hol

1Clients 10 Pe
i HostName Client Name: Instance Name 1P Address Actions Machine Type Deployed Apps  Phone Home
904D705A-8B91-4CAA-9E3C-CE7C54D6D3DY DESKTOP-FPOUFOJ 2011013 Delete Record windows-x64 tdeployed & 3minutes ago

> DESKTOP-FPOUFOJ

7) In web interface, go to the server class tab and click create server class

Documentation [

Forwarder Management

Repository Location: $SPLUNK_HOME/etc/deployment-apps

cl

New Server Class

0 Per Page +
Name Actions Apps Ciients
1 deployed

1Server Classe:

Last Reload
3 minutes ago deo_tools Editv

hitps://30.1.10.72:8000/en-US

8) Once you click to create a new server class, you will give it a name
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New Server Class .

Caneel m

9) Once you have created a name, you should be in a page like the image below

Server Class: tesy

< Back to Forwarder Management

Editv | Documentation (2

You haven't added any apps

' & Add Apps .

You haven't added any clients

& Add Clients

hitps://30.1.10.72:8000/en-US.

10) Once you do click to add apps, you will click the app you created and save, you save, you will click
"Go back to Forwarder Management" so you can verify the creation of the server class
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Edit Apps

Server Class: test class

Documentation 2

2 Unselected Apps Selected Apps

B Noapp selected.

hitps://30.1.10.72:8000/en-US

Edit server class and include "*"
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