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This document will serve as the guide to Domain Controller installation and usage for
operations.
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Domain Controller Overview

This guide will go over how to properly set up multiple domain controllers on a CyberPac
running ESXI. A domain controller is a server or servers on a network responsible for managing
the network and identity security requests. In our network, we set up a minimum of two domain
controllers for redundancy purposes.



Domain Controller Intent

The primary intent of having a Domain Controller in a Windows-based network environment is to
centrally manage, authenticate, and authorize users, computers, and resources within a
domain. Here are some key purposes and benefits:

Single Sign-On (SSO): Users can access multiple resources within the domain without needing
to enter their credentials repeatedly. Once authenticated by the Domain Controller, users can
access various resources seamlessly.

Domain Name system (DNS): Hold server names and IP addresses for their domains and will
share them within the network when requested.

Dynamic Host Configuration Protocol (DHCP): Automatically assigns and allocates IP
addresses to hosts on the domain.

Centralized Management and Centralized Authentication: Domain Controllers authenticate and
validate the identity of users and computers trying to access network resources. Domain
Controllers also allow administrators to centrally manage user accounts, permissions, policies,
and configurations across the network. This simplifies administration tasks and ensures
consistency in settings and access control.

Group Policy Management: Domain Controllers facilitate the use of Group Policy Objects
(GPOs), enabling administrators to apply and enforce policies, settings, and restrictions across
multiple machines or users within the domain.

Resource Access Control: Domain Controllers help control access to network resources by
defining and enforcing access permissions based on user roles, groups, or organizational units.

Redundancy and Fault Tolerance: In our environment we use two Domain Controllers which will
provide fault tolerance and redundancy. This ensures that if one Domain Controller fails, the
other can continue to provide its services.

In summary, Domain Controllers play a crucial role in managing user authentication, resource
access, and network policies within a Windows domain-based network, providing security,
centralized management, and efficient administration capabilities.



Domain Controller Installation

❖ Log in to ESXI VM
❖ Plug in bitlocker
❖ Enter password on the bitlocker
❖ Press connect
❖ Use the server2019 iso
❖

❖ Within ESXI go to storage
❖

❖ Upload the iso (Server2019-20210513) to data storage 2 (the storage that has the most
space available)

❖ Note: the upload will take a minute

********DC1 Installation and DC2 Installation********
Step 1:
Create a new Virtual Machine



Step 2:
❖ Name: (name of Domain Controller Either DC1 or DC2)
❖ -Compatibility - ESXI 7.0 U2*
❖ -Guest OS family - Windows
❖ -Guest OS version - Microsoft Windows Server 2019 (64-bit)

Step 3:
❖ Make sure the VM has the following hardware options set:
❖ *8G RAM
❖ *100G Hard Disk Space
❖ *Thin Provisioning
❖ *1 NIC (network adapter 1 should already be assigned)



Step 4:
❖ CD Drive -> select uploaded ISO file -> select ISO’s Folder -> select “server2019”



Domain Controller Set-Up: DC1

Step 1:
Power on the created VM
❖ press any button to get to the blue setup screen and boot normally
❖ continue through prompts

NOTE:When powering on the machine you will click the small screen to access the
terminal, you will have to be quick to click in the window and press any key in the
terminal otherwise it will timeout.



Step 2:
❖ Select Next

Step 3:
❖ Select Install



Step 4:
❖ -select datacenter evaluation (desktop experience)

Step 5:
❖ Accept Eula



Step 6:
❖ Select Custom Install

Step 7:
❖ Use Drive 0 (should be only one)



Step 8:
❖ Create admin password
❖ -Login

*****************STOP HERE FOR Domain Controller Setup: DC2 ***********************

Step 9:
❖ On the server manager screen (which automatically opens upon login)

Click Add roles and features
-Select ‘Next’

❖ -Select role based install



Step 10:
❖ -Select active directory domain services, dns server, remote desktop

services



Step 11:
❖ -role services

-Scroll to the bottom and click next until you see several more checkboxes with
more RDP options

❖ -Select RDP web access



❖ Step 12:
❖ Set the restart checkbox, then select “Install”



Step 13:
❖ Click yellow caution triangle in server manager (ESXI)\
❖ -Promote to domain controller

Step 14:
❖ For DC1, select ‘add new forest’
❖ -3rdplt. l



Step 15:
❖ Create password



Step 16:
❖ Additional options
❖ -Verify that the netbios name is 3RDPLT (this should automatically

populate)

***Note if the VM does not restart automatically manually restart the VM***

❖ Step 17:
❖ For DC1 Only- search control panel -> view network status and tasks -> change

adapter settings -> click on ethernet -> properties -> double click on ‘Internet
Protocol Version 4 (TCP/IPv4)’





Step 18:



❖ Change the ip address and subnet mask settings (10.1.10.14, Subnet mask
255.255.255.0, Default gateway 10.1.10.1)

Step 19:
❖ run powershell as administrator
❖ Next take the DC out of evaluation mode by

entering the following command:
❖ DISM /Online /Set-Edition:ServerDatacenter

/ProductKey:WMDGN-G9PQG-XVVXX-R3X43-63DFG /AcceptEula

Wait for prompt to ask to restart. Restart Server
Note: DC1 is configured fully at this point

Domain Controller Set-up: DC2
Step 1-9:

❖ Follow steps 1-4 DC installation and steps 1-12 DC Setup from DC1 setup



Step 9:
❖ Go to control panel -> Network and Internet -> Network Connections -> Ethernet

0 ->
❖ -Ensure that DC2 has an IP address (10.1.10.15) so that it can reach the domain

and that DC1 has the correct subnet mask
❖ Assign DC1 IP as DC2’s preferred DNS Server (10.1.10.14)j

Step 10:
❖ Once you are on the Desktop type Windows key+R this will bring up the Run

dialog box. Type ‘sysdm.cpl’. Near the bottom of the screen, select ‘Change’.
This will bring up another dialog box which will let you change the domain and
the system name.
➢ Note: if the Shortcut doesn’t work to get to “sysdm.cpl” go to Settings ->

System -> About -> System info -> Computer Name/Domain Changes ->
Change Settings



❖ Step 11:
❖ In the domain tab type 3rdplt.dco.mil to join Domain controller 2 to Domain

controller 1

Step 12:
❖ Go to the server manager

➢ select add a domain controller to an existing domain
■ select change user and supply credentials



Step 14:
❖ After you have verified that all settings are correct, select install
❖ The VM should automatically restart after finishing install.

Step 15:
❖ run powershell as administrator
❖ Next take the DC out of evaluation mode (both of them) by

entering the following command:
❖ DISM /Online /Set-Edition:ServerDatacenter

/ProductKey:WMDGN-G9PQG-XVVXX-R3X43-63DFG /AcceptEula



Adding a Workstation to the Domain

Step 1:
❖ Verify workstation has connectivity to the DC, by pinging the DC

Step 2:
❖ Open Control Panel

Step 3:
❖ Go to system and security

Step 4:
❖ Click system, a new window should open



Step 5:
❖ Click domain or workgroup, a new window should open

Step 6:
❖ Click change



Step 7:
❖ Click the domain circle, type in the name of your domain



Step 8:
❖ Click OK, a new window should appear. Input the username and password of a

administrator, a new window should open (this is authentication to the DC, NOT your
local workstation)

Step 9:
❖ Click OK, it should close that window



Step 10:
❖ Click Close, it should close that window

Step 11:
❖ Click “Restart Now”, the computer should restart

Step 12:
❖ Repeat step 1-5 and next to domain it should show your domain name




