
Here we install the Splunk Universal Forwarder onto a LINUX 
Machine

First step: 
send over the installation .tgz file. This is located at  " \\share\Share\5.) Splunk\splunk-package
\forwarders "

For LINUX, we're going to use the splunkforwarder-9.0.4-de405f4a7979-Linux-x86_64.tgz
SCP it over to the machine you want it in. 
MV it over to the /opt directory

"Once in the /opt directory, untar it"

Create the user "Splunk" with standard password 

Change the ownership of the directory to the new user

Enable splunk to be ran at boot with the new user "splunk": use dco_admin and standard passwd

Start the Splunk Universal Forwarder

Adding a connection to our indexer. For this example we have the (30.1.10.70) as our indexer.

cd /opt/splunkforwarder/etc/system/local/
sudo touch deploymentclient.conf 
After creating the "deployment.conf" file, write your manager ip in a distributed network, or your 
standalone ip.

Change ownership for the whole directory to the "splunk" user.

Start splunk again.       
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Start splunk again.       
sudo /opt/splunkforwarder/bin/splunk restart
sudo /opt/splunkforwarder/bin/splunk start

Go to /opt/splunkforwarder/etc/system/local and create a limits.conf file

In this file, paste:

[thruput]
maxkBps = 0

Go to /opt/splunkforwarder/etc/system/local and create a inputs.conf file

In this file, paste all of this in:

[default]
host = sensor
[monitor:///nsm/zeek/logs/current/conn.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_conn
[monitor:///nsm/zeek/logs/current/dns.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_dns
[monitor:///nsm/zeek/logs/current/software.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_software
[monitor:///nsm/zeek/logs/current/smtp.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_smtp
[monitor:///nsm/zeek/logs/current/ssl.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_ssl
[monitor:///nsm/zeek/logs/current/ssh.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_ssh
[monitor:///nsm/zeek/logs/current/x509.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_x509
[monitor:///nsm/zeek/logs/current/ftp.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_ftp
[monitor:///nsm/zeek/logs/current/http.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_http
[monitor:///nsm/zeek/logs/current/rdp.log]
_TCP_ROUTING = *
index = zeeksud
sourcetype = zeek_rdp
[monitor:///nsm/zeek/logs/current/smb_files.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_smb_files
[monitor:///nsm/zeek/logs/current/smb_mapping.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_smb_mapping
[monitor:///nsm/zeek/logs/current/snmp.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_snmp
[monitor:///nsm/zeek/logs/current/sip.log]
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[monitor:///nsm/zeek/logs/current/sip.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_sip
[monitor:///nsm/zeek/logs/current/files.log]
_TCP_ROUTING = *
index = zeek
sourcetype = zeek_files

[monitor:///nsm/suricata]
_TCP_ROUTING = *
index = suricata
sourcetype = suricata_alerts

RESTART it again
sudo /opt/splunkforwarder/bin/splunk restart
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