Security Onion
Sqt Uptmor,Connor,SSgt Caban.Richard
Sat Camp.Derrick

This document will serve as the guide to Security Onion installation and usage for
operations.
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Overview

Security Onion is a free and open platform built by defenders for defenders. It includes network
visibility, host visibility, intrusion detection, honeypots, log management, and case management.
Security Onion has been downloaded over 2 million times and is being used by security teams
around the world to monitor and defend their enterprises.

https://Securityonion.net is the primary source for Security Onion media and online
documentation.

The “Downloads” tab on the homepage of the website redirects to a Github portal containing the
most current version of the SO .I1SO file (Version 2.4 at the time this guide was written).

The ISO. file should be downloaded and verified on local media prior to any live application. An
external hard drive containing this file, as well as any additional tools required by the team, is
recommended bearing in mind that all tools and media will need to be replicated across both
NIPR and SIPR enclaves. Additionally, forward deployed networks and many target
environments will be operating on minimal bandwidth without access to a standard white-line.
Attempting to update currently running services in these environments is not recommended and
all steps should be taken to ensure that all software taken to the target environment is already
configured with any and all recent changes.

For any questions about Security Onion, please refer to: “ docs.securityonion.net/en/latest “.



In the diagram below, we see Security Onion in a traditional enterprise network with a firewall,
workstations, and servers. You can use Security Onion to monitor north/south traffic to detect
an adversary entering an environment, establishing command-and-control (C2), or perhaps data
exfiltration. You'll probably also want to monitor east/west traffic to detect lateral movement.
As more and more of our network traffic becomes encrypted, it’s important to fill in those blind
spots with additional visibility in the form of endpoint telemetry. Security Onion can consume
logs from your servers and workstations so that you can then hunt across all of your network
and host logs at the same time.

(Adversary

/

North-South
TAP .~ — 1

\4
u

)

1
1
1
————— i
U L}
, East-West
' TAP
1 1
1

Security
Onion —=
@ _—’

1 1 1
--——Logs—--I = = = Logs = =

Security Onion
Basic Network Setup
Created by Security Onion Solutions




Tools and Capabilities

ATT&CK - Visualize defensive coverage
CyberChef - Compress and decompress data
Suricata - Signature based detections

Suricata - Rich protocol metadata file extractor
Zeek - Rich protocol metadata file extractor
Stenographer - Full packet capture

Strelka - File analysis

Elastic Agent - Host visibility

OSquery - Live queries

Elastic Fleet - Centralized Management

OpenCanary - Intrusion detection honeypots




Architecture

Standalone

Standalone runs all components run on one box. However, instead of Elastic agents sending logs
directly to Elasticsearch, it sends them to Logstash, which sends them to Redis for queuing. A
second logstash pipeline pulls the logs out of Redis and sends them to ElasticSearch, where they
are parsed and indexed. This type of deployment is best used for low throughput environments
and is not as scalable as a distributed deployment.
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Distributed

Standard distributed deployment includes a manager node, and one or more forward nodes
running network sensor components, and one or more search nodes running Elastic search
components. This architecture may cost more upfront, but it provides for greater scalability and
performance, as you can simply add more nodes to handle more traffic or log sources.
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Security Onion Installation

By: Sqt Camp, Derrick
3rd PLT DCO-IDM
LU: 20231101

Step 1:
Create a new Virtual Machine

¥F New virtual machine

~CESIETXTTEEEE  Sclect creation type

=TT TEIS TR AT T How would you like to create a Virtual Machine?

3 Select storage
4 Customize settings

Create a new virtual machine This option guides you through creating a new virtual

5 Ready to complete machine. You will be able to customize processors, memory.,

Deploy a virtual machine from an OVF or QVA file network connections, and storage. You will need to install a
guest operating system after creation.
Register an existing virtual machine

Back Next Finish Cancel

Step 2:

Name: SecOnion

Compatibility: ESXi 7.0 U2 Virtual Machine
Guest OS Family: Linux

Guest OS Version: Oracle 9

¥3 New virtual machine - SecOnion (ESXi 7.0 U2 virtual machine)

~ 1 Select creation type Select a name and guest OS
Specify a unigue name and OS
3 Select storage
4 Customize settings
5 Ready to complete

Name

[ seconien

wirtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation

Compatibility ESXi 7.0 U2 virtual machine ~
Guest OS family Linux ~
Guest OS version Cracle Linux 9 (64-bit) ~

Back | [ Next Finish Cancel



Step 3:
Select Storage: Minirax Datastore 1 -> Next
Customize settings :
- CPU:10
- Memory: 120GB
- Harddisk 1:2.5T
*Click hard disk drop down and make it thin provision *

Add network adapter

Scroll down to “New network Adapter”
- Select dropdown

Select “sniffing”

ﬁfl New virtual machine - SecOnion (ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Select a name and guest 05 Configure the virtual machine hardware and virtual machine additional options

+ 3 Select storage

b 4 Customize settings [ 1 : )

3 Ready to complete 3 Add hard disk B Add network adapter (B Add other device

» [ CPU /iy 0 | @
» Wl Memory /i 120 cB .
» O Hard disk 1 /A . o

-

S ST REIET VMware Paravirtual

SATA Controller 0

USB controller 1

USB 2.0 .
+ W Network Adapter 1 Domain Services v Connect
+ M New Metwork Adapter Sniffing v Connect
) EREE Datastore ISO file ~ [ Connect
Back || Next || Fnsh || Cancel




Step 4:

Select CD/DVD Drive dropdown
Select Datastore ISO file

Click ISO in datastore browser

S} Datastore browser

@ securntyonion-2.42___

securityonion-2.4.20-2__.

i Upload [ Download Delete [op Mowve [ Copy B3 Create directory | & Refresh
| vmimages | T1T0LATA SAM. .
) .wSphere-HA

| wCLS-03c20791-b2 . _.

1 1]
E [Minirax Datastore 1] IS0O/securityonion-2.4.20-20231012.iso

14 74 GB
Tuesday, October 24, 2

Select || cancel

Step 5: SecurityOnion-2.4.2 (or most up to date)

{lﬁl New virtual machine - SecOnion (ESXi 7.0 U2 virtual machine)

+ 1 Select creation type Customize settings

" 2 Select a name and guest 08

Configure the virtual machine hardware and virtual machine additional options

" 3 Select storage

b 4 Custo e setiings

5 Ready to complete

3 SCSI Controller 0
SATA Controller 0
USB controller 1

» N Metwork Adapter 1

» [N NMew Metwork Adapter

~ (#2y CD/DVD Drive 1
Status
CDIDVD Media
Controller location

» [H] Video Card

VMware Paravirtual ~
USE 2.0 ~

Domain Services b Connect
Sniffing ~ Connect
Datastore IS0 file ~ Connect

Connect at power on

| [Minirax Datastore 1] 1SO/fsecurityonion-2.4.20-20231C | | EBrowse. .

SATA controller 0 b SATA (0:0) ~

Default settings L

Back || Next Finish can:




Step 6:
Select Next
Review All Configurations

T New wirtual machine - SecOnion (ESXi 7.0 U2 virtual machine)

~" 1 Select creation type Name SecOnion
~ 2 Select a name and guest OS Datastore Mimirax Datastore 1
~ 3 Select storage

Guest OS name Oracle Linux 9 (64-bit)
~” 4 Customize settings

Y 5 Ready to compilete Compatibility ESXi 7.0 U2 virtual machine

vCPUs 10

Memory 120 GB
MNetwork adapters 2
Network adapter 1 network Domain Services
Metwork adapter 1 type VMXMNET 3
Metwork adapter 2 network Sniffing
Metwork adapter 2 type VMXNET 3
IDE coniroller O IDE O
IDE controller 1 IDE 1
SCSI controller 0 Vhiware Paravirtual
SATA controller 0 MNew SATA controller
Hard disk 1
Capacity 25TB
Datastore [Minirax Datastore 1] SecOnion/
Mode Depandsnt

Next [ Fnisn | [ cancer |
Step 7:
Click Finish
Provisioning Thick provisioned, lazily zeroed
Controller SCSI confroller 0 - 0
CD/DVD drive 1
Backing [Minirax Datastore 1] 1S0/securityonion-2.4.20-20231012.iso
Connected wes
USB controller 1 USB 2.0
Nest || Finish || cancel |

100@101512 ~ | Help Q Search
@ Virtual machine SecOnion was successfully created
v [J Host
Manage 1 Create / Register VM | 7 Console P suspend | Q¥ Refresh | % Actions (@ search )
Monitor (.. Virual machine ~ | Status ~ | Used space ~  GuestOs ~ | Host name ~  HostCPU ~ | Host memory -
s Virtual Machines B)|  O.. & vCL5-03c20791-6267-4c34-95a7-co2badideded @ Normal 4840108 Other 3. or ater Linux (64-bit) None 5MHz 157MB
~ | storage 0. &1 seconion @ Nomal 08 Oracle Linux 8 (64-bit Unknown 0MHz omB
~ B Minirax Datastore 1
Quickfiters... - 2,
Monitor
More storage...
+ @ Networking (3]
Complete!!!
Recent tasks
~ | Target ~ | Iitiator ~ | Queued ~ | Started ~ | Resuita ~ Completed v
Destry oot 0252023 071014 10252023 071014 @ Compited succecatuly 10252023 071014
Shudonn Guest - 1025202307001 Toz5i2023 07001 @ Compietd succssshily 1022022 071002
Greste VM 1 Seconion oot 102572023 07:26:22. 102572023 07:2822 @ Gompieted successtly 102502023 072523




Security Onion Configuration

Step 1:
Power On Virtual Machine “Security Onion”

-Click Power On

@ Virtual mac
[~ @ Host
Manage @ Refresn
Monitor ~  Siatus ~  Used space ~  GuestOS ~  Host name ~ | Host CPU ~  Host memory ~
| G viaiochinos | 3| Qroma  asoiue St 3ortr i s
(3 storage @ Nermal oe dracle Linux @ (64-bi Unknown 0MHz
~ B Minirax Datastore 1 o 2items ,
Monitor
More storage.
€ Networking
[7] Recenttasks
Task v | Target | Initator v | Resuit « v Completed w v
o
@ oo
Qoo

Step 2:
Select “Install Security Onion”

SecOnion




Step 3:
Select “Yes” to proceed
Hit Enter on keyboard

SecOnion

g S R R S i
*% LA RNING ==

Installing the Security Onion IS0
on this device will DESTROY ALL DATA
and partitionst

s#* ALL DATA WILL BE LOST s
g g g R R S R Y
Do you wish to continue? (Type the entire word 'yes' to proceed.) _

Step 4:
Enter an administrator username: °
Hit Enter on keyboard

soadmin

Do you wish to continue? (Type the entire word 'yes' to proceed.) yes

Fi new administrative user will be created. This user will be wused for =zetting up and administering Security Oniom.

nter an administrative username: soadmin

Step 5:
set password to standard
Re-Enter Password

Let s set a password for the soadmin user:

Enter a password:

Step 6:

Hit the enter key

Wait for installation to begin
Takes a long time

Hit the enter key to reboot

Step 7:
Login



Jracle Linux JSerwer 9.2
Kernel 5.15.8-185.125.6.2.2.el9uek.=86_65641 on

localho=st login:

Step 8:
Select Install to run the standard installation
Press the enter key to continue

| Security Onion Setup - £.4.28 |
lelcome to Security Onion Setupt

You can use 3etup for =ewveral different use case=s, from a =mall
standalone installation to a large distributed deployment for your
enterprize. You can learn more in the documentation at:

https: - sdocs.securityonion.net- en-Z. 4

Setup uses keyboard navigation and you can use arrow keyz to move
around. Certain screens may provide a list and ask you to =select one or
more items from that list. You can use the 3pace bar to select items
and the Enter key to proceed to the next screen.

Lonld you like to continue?

<MNo>

| Security Onion Setup - 2.4.28 |
Select an option

Run the standard Security Onion installation
Conf igure Network Conf igure networking only

{0k {Cancel?

Step 9:

*This is now considered the beginning of the configuration of Security Onion*
Select the type of installation you would like to do

Standalone for this instance



Step 10:

Type “ AGREE “ and press the ENTER key

Step 11:
Select AIRGAP ( THIS MODE DOES NOT HAVE ACCESS TO THE INTERNET)




Step 12:

Enter Hostname:

“ Seconion3rd “
Press the Enter Key

Step 13:
Not required.
You'll have the option to add a description for this Security Onion build

Step 14:
The first Network Interface Card should be the Management interface
Press the ENTER key
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Step 15:
Depending on your internal network environment. You have the option to set-up your
management interface.

- Select Static

- Enter an IPv4 address with CIDR 10.1.10.22/24

-  Press ENTER




Step 16
Gateway IPv4 address:
10.1.10.1

Enter your dns search domain : 3rdplt.dco.mil
(editor's note: use direct after step 18)

Press the spacebar to select the monitor interface
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Security Onion Setup

- Z2.4.28

Please add NIC=s to the Monitor Interface:

L 1 ensZ24 Link UP

HH:HBc :Z9:al:62Z:3Jc

<0k > <Cance 1>

Step 21:
Enter an email address to create an administrator account for the web interface
soadmin@3rdplt.dco.mil

] Security Onion Setup 2.4.28 |
Please enter an email address to create an administrator
account Ffor the Security Onion Console (SOC) wehbh
interface .

This will also be used Ffor Elasticsearch and Kibana -

m=oadminPIrdplt . doco ..mil

<0k > <Cance 1>

Step 22:
Standard password

] Security Onion Setup z.4.28 |
Enter a password for soadmin3Irdplt . dco.mil:

<0k > <Cancel >

] Security Onion Setup Z2.4.28 |
He-enter a password for soadmin@FIrdplt doco.mil:

<0k > <Cancel>
Step 23:
Select how you would like to reach the web interface.
We prefer IP.

Select Yes by using the TAB key
Enter a single IP Address or an IP range to allow : 10.1.10.0/24




Hit TAB to select yes
Hit ENTER




u 43 n

b

(7

%
0
s

Hit TAB to select okay
Hit ENTER

Step 25:

ON ESXi

Go to the Networking tab
Under Port Groups

Portgroups | Virtual switches Physical NICs ~~ VMkemelNICs ~ TCPAPstacks  Firewall ules

B Addportqroup /' Eciteettngs | @ Refresh | 13 Achions Q Search

Name v | Active ports v VLANID v Type v | vSwitch v WM v
© WWNetiork 0 0 Standard port group 8 vSwitchd 0
Q_ Management Network 1 4095 Standard port group (3 vSwitchd NIA
Q_ Domain Services 1 4095 ‘Standard port group (8 Domain Services 1
Q_ Sniffing 1 4095 Standard port group (B Snifing 1
4items
)

-Virtual Switches
- Select Domain Services
To reach the web interfaces you must have to GREEN connections on your switch topology

£ Add uplink /7 Edit settings | @ Refresh | ¥ Actions

< Vswiton Detaits (5o \

mTU 1500

&2 Domain Services 7 e Physical adapters

3840 (3822 available)
VLAN ID: 4095 W vmnic2 , 1000 Mbps, Full
]

Listen / Cisco discovery protocol (CDI)

(1 active)

1

ute based on originating port 1D

s s o3 %
8 g 8

A

Allow MAC changes Yes




Step 26:

Log in with the WEB IP assigned

10.1.10.22

**If trouble reaching SecOnion occurs, refer to troubleshooting section about RSA keys

Security @nion

Login to Security Onion

Password Login

Passwordless Login (Security Key / WebAuthn / PassKey)

Step 27:
Credentials

soadmin@3rdplt.dco.mil
Standard

Security @nion

Overview Overview

Alerts B ht t b
. rought to you by:
Getting Started
Dashboards
New to Security Onion 2? Click the menu in the upper-right comer and you'll find links for and a

Hunt that will help you best utilize Security Onion to hunt for evill In addition, check out our free Security @n |On

& ‘Security Onion 2 Essentials online course, available on our website_
ases

If you're ready to dive in, take a look at the interface to see what Security Onion has detected so far.
Then go to the: interface for a general overview of all logs collected or go to the interface
for more focused threat hunting. Once you've found something of interest, escalate it to fo then
collect evidence and analyze observables as you work towards closing the case.

= PcaP
Grid

Downloads

What's New

To see all the latest features and fixes in this version of Security Onion, click the upper-right menu and
then click the ink_

Administration

Kibana Enterprise Appliances

Elastic Fleet ‘Want the best hardware for your enterprise deployment? Check out our

Osquery Manager Customize This Space
InfluxDB Make this area your own by customizing the content in the interface_
CyberChef

Playbook

Navigator




Troubleshooting SecOnion Browser: ERR_SSL_Key

When navigating to the WEB IP, browser displays the Error Page:
‘The webpage at https://[[SecOnion_IP]/ might be having issues, or it may have moved
permanently to a new web address. ERR_SSL_KEY_USAGE_INCOMPATIBLE’

Hmmm... can't reach this page

It looks like the webpage at https://10.1.10.22/ might be having issues, or it may have moved
permanently to a new web address.

< Attempt navigating to the WEB IP on Google Chrome
If error persists:
This error displays because the workstation Registry is missing the necessary key to access the page.
Add it with the steps below:
< On DCO Workstation, Open Regedit
Navigate to HKLM/SOFTWARE/Policies
Right-Click Policies
> New -> Key -> Name it ‘Google’
Right-Click Google
> New -> Key -> Name it ‘Chrome’
Right-Click Chrome
> New -> DWORD -> ‘RSAKeyUsageForLocalAnchorEnabled’

B Registry Editor

K2 K2
% %

*

K2
**

file Edit View Favorites Help
Zomputer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Chrome

Intel || Name Type Data

JavaSoft ab](Default) REG_SZ (value not set)
JreMetrics 25|RSAKeyUsageFor.. REG_DWORD 0x00000000 (0)
LibreOffice

Microsoft

Mozilla

mozilla.org

MozillaPlugins
NVIDIA Corporation
0ODBC
OEM
OpenSSH
Oracle
Partner

v | Policies

Adobe
~ Google
.| Chrome

<

Microsoft
RegisteredApplicatior
SimonTatham
The Document Found:
VMware, Inc.
Windows
WOWe432Node

SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG

v

2

< Open Chrome Web Browser
% Clear All browsing history

% Close and Reopen Chrome
% Navigate to assigned WEB IP
% Enter SecOnion Credentials




Configuring the Security Onion Firewall.

By: Cpl Uptmor, Connor J.
3rd PLT DCO-IDM
LU: 20231010

This document will serve as the guide to configuring your security onion standalone
manager after you have already successfully installed your SOM on either your ESXi hypervisor
or on a bare metal server.

You will need to allow 3 things through the firewall on security onion

1. Your internal IP space.
2. Your external firewall IP address.
3. Your customer’s IP space.

How to get there:

Navigate to the Security Onions home page.
Then go to
>> Administration
>> Configuration
>> Firewall
>>hostgroups
>> elastic_agent_endpoint

Grid Administration Quick Links

 NTP

« Firewall

You can also navigate to it via the hyperlink and it will take you directly to it.



Configuring your REAL firewall.

(a more detailed guide of how to configure this on the palo alto firewall will be included
in the Palo Alto firewall S.O.P.)

In your firewall you need to allow the customer network to send logs through it to the
security onion.

This means allowing through the ports that the endpoint agent ships logs over and also
the port that it connects over to initiate the initial connection to the SOM.

Default Ports allowed on Palo Alto:
8220
5055
5044
8443

These ports need to be allowed because those ports are what the Elastic Agent uses to
forward its traffic to the Security Onion Manager.
*** Only add the top ip in current grid value ***

Filter

I T T T List of IP or CIDR blocks to allow access to this hostgroup.

Filter the items on this page by
keyword

VIEW DEFAULT

w firewall

v hostgroups Current Grid Value
16.1.10.0/24

20.1.10.0/24
20.1.10.36
10.4.0.0/16




Deploying the Elastic Agent
LCpl Klippel, LCpl Stephens

Deploying the elastic agent on the customers machines requires two things. A short
powershell one liner and the elastic_agent_package which is a folder of contents that is
needed to install the elastic agent. There is a different elastic_agent_package for
windows and linux.

The whole package which includes the powershell script and the folder is already
created but should be updated as you update your security onion over time.

As an example or for testing purposes:

% Create 2 VMs with Windows 10
> SecAgent1 and SecAgent2
> Windows - Windows 10 (64-bit)

=

& New virtual machine - SecAgent] (ESXi 7.0 U2 virtual machine)

I 1 Select creation type Select a name and guest OS

Specify a unigue name and OS

2 Select a name and guest OS

3 Select storage Name

4 Customize settings SecAgent]

5 Ready to complete Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating
system installation

Compatibility ESXi 7.0 U2 virtual machine
Guest OS family Windows

Guest OS version Microsoft Windows 10 (64-bit)

[_J Enable windows Virtualization Based Security 0

CANCEL l BACK II NEXT ]




> Save in largest datastore

1@ New virtual machine - SecAgent] (ESXi 7.0 U2 virtual machine)

Select the storage type and datastore

Select creation type

L8]

Select a name and guest OS

Standard Persistent Memory
3 Select storage

4 Customize settings Select a datastore for the virtual machine's configuration files and all of its virtual disks
5 Ready to complete
Name ~ Capacity ~ Free v Type ~ Thin provisic Access
datastorel 319 GB 231.34 GB VMFS6 Supperted = Single
|:> 2794TB  27.77TB  VMFS6 Supported  Single
2items

CANCEL BACK NEXT m

> 2 CPUs

> 8GB Memory

> 32GB Storage, thin-provisioned
> Win10.iso



& New virtual machine - SecAgent2 (ESXi 7.0 U2 virtual machine)

1 Gt e e (5 Add hard disk ‘G, Add network adapter Add other device
2 Select a name and guest OS >3 cru
3 Select storage

> B8 Memory

S

Customize settings

w

Ready to complete > £} Hard disk 1

LSI Logic SAS
>C— SCSI Controller 0
B SATA Controller 0
SB col e
«&+ USB controller 1 USE 3.1
> &, Network Adapter 1 Domain Sel

~ () CD/DVD Drive 1

Connect at power on

CD/DVD Media | [datastorel] 1SC

/WIn10 iso |

X

Connect

X

Connect

X

CANCEL BACK NEXT m

% Power On
> (press ENTER if required to “boot normally”)
% Set language/time currency to ‘English’ -> Next

14 Windows Setup == & @

2R Windows

Language to install- [English (United States) -

R CENL R G Bt English (United States) -

Enter your language and other preferences and click "Next" to continue.

n. Al rights reserved

% Install Now
% ‘I don’t have a product key’

A




©, gy Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows or on a label inside the box that

Windows came in.

The product key looks like this: JOOOO 0000 X000 0000300000

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be

automatically activated later.

22222

Privacy statement | [ don't have a product key

z
g8

< Windows 10 Pro -> Next

@ ¢y Windows Setup

Select the operating system you want to install

Operating system Architecture

Windows 10 Home wbd
Windows 10 Home N w4
Windows 10 Home Single Language xod
Windows 10 Education w4
Windows 10 Education N whd
Windo 0

Windows 10 Pro N

Descriptian:
Windows 10 Pro

% Accept license terms -> Next

Date modified
5/5/2023
5/5/2023
5/5/2023
3/5/2023
5/5/2023

5/5/2023




ﬁ

@ ¢y Windows Setup

Applicable notices and license terms

CAIT VIEW (TESE [ETITIS arna PUTTCTES Oy TOURITTY at UTE SETVICE A
terms of use or the app's settings, as applicable. The services
may not be available in all regions.

(i)  Microsoft, or the device manufacturer or installer may
include additional apps, which will be subject to separate
license terms and privacy policies.

(iii) The software may include third-party programs that are
licensed to you under this agreement, or under their own
terms. License terms, notices and acknowledgements, if any,
for the third-party programs can be viewed at
https://aka.ms/thirdpartynotices.

(iv) To the extent included with Windows, Word, Excel, v

:b. [A1accept the license terms

«» Custom Install -> Drive0O -> Next

@ #fj Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer

Custom: Install Windows only (advanced)
> The files, settings, and applications aren't moved to Windows with this option. If you want to

make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.




@ o) Windows Setup

Where do you want to install Windows?

Name Total size Freespace Type
ED;[ .~ Drive0 Unallocated Space 320GB 320 GB
*4 Refresh (’ Delete o Format MNew
&% Load driver \j:[;.:r;l

% Allow time for install
% VM should restart automatically / If not, restart manually

% Select ‘US’ keyboard layout -> Next



Let's start with region. Is this right?

U.S. Minor Outlying Islands
U.S. Virgin Islands

Uganda

Ukraine

United Arab Emirates
United Kingdom

United States

s this the right keyboard layout?

If you also use another keyboard layout, you can add that next.

Canadian Multilingual Standard

English (India)

Irish

Scottish Gaelic

United Kingdom

United States-Dvorak

% Skip second keyboard layout




Want to add a second keyboard layout?

000000
Oo0o00Oo
{  — -

Add layout

< ‘| don’t have network’

Let's connect you to a network

To finish setup, you'll need to connect to the internet.

El Network
No Internet

I don't have internet




% ‘Continue with limited setup’

There’s more to discover when you connect to the internet

Access the full range of apps that help you work and play the way you want when you connect to a network and sign in with Microsoft.
Along with being able to browse the internet, get email, and work across devices, you'll also get enhanced features and security.

Full setup with
Microsoft account

Advanced Security and Privacy
Protect and secure your device and personal data \/
Free access to Office Online, Outlook, Skype, and

more \/

Office Online, Qutlook, Skype, Free OneDrive cloud
storage, and more

Unlock the best Windows 10 features

Sync photos from your Android phone, pick up where
you left off, and more

Continue with limited setup Connect now

% Create ‘DCOadmin’ account -> Next
% Shop standard password -> Next -> Confirm Password -> Next

Whao's going to use this PC?

What name do you want to use?

DCOadmin




% Select security questions -> Answer:

1721

Create security questions for this account

Just in case you forget your password, choose 3 security questions, and make sure your answers are unforgettable.

What was your first pet's name?

% Check ‘No’ for all options -> Accept

Choose privacy settings for your device

Microsoft puts you in control of your privacy. Choose your settings, then select "Accept’ to save them. You can change these settings at any
time.

Location
You won't be able to get location-based experiences like directions
and weather or enjoy other services that require your location to work

@ nNo

Diagnostic data

Send only info about your device, its settings and capabilities, and
whether it is performing properly. Diagnostic data is used to help

keep Windows secure and up to date, troubleshoot problems, and
make product improvements.

@ Send Required diagnostic data

Tailored experiences
The tips, ads, and recommendations you see will be more generic and
may be less relevant to you.

Selert ‘l earn more’ for infn nn the ahnwe cettinas how Micrnenft

Find my device
Windows won't be able to help you keep track of your device if you
lose it

@ No

Inking & typing

Don't use my diagnostic data to help improve the language
recognition and suggestion capabilities of apps and services running
on Windows.

@ nNo

Advertising ID
The number of ads you see won't change, but they may be less
relevant to you.

@ No

Learn more Accept




Let Cortana help you get things done

To do this, Cortana needs access to some of your personal information

To let Cortana provide personalized experiences and relevant suggestions, Microsoft collects and uses information including your
location and location history, contacts, voice input, speech and handwriting patterns, typing history, search history, calendar
details, content and communication history from Microsoft services, messages and apps. In Microsoft Edge, Cortana uses your
browsing history. You can always change these choices in the Notebook and disable Cortana in Microsoft Edge.

Learn more Accept

% Allow time for configuration
% Navigate to ‘Change Workgroup Name’

, All Apps Documents Web More =

H Best match

Micros
Edgt

ﬁ:l Change workgroup name F‘*l
- ol
s

== control panel
-

Settings
Change workgroup name

= Show which workgroup this Control panel

computer is on

Search the web

Q workgroup - See web results

A~ D &ds

916 AM
3/4/2024

&




% Add VM to 3rdplt.dco.mil

System Properties X
Computer Name  Hardware Advanced System Protection Remote

Windows uses the following information to identify your computer

" onthe network.

Computer description: ||
For example: "Kitchen Computer” or "Mary’s
Computer”,

Full computer name: DESKTOP-BNE1IGH

Workgroup: WORKGROUP

To use a wizand to join @ domain or workgroup, click [ I

Network ID. | Network ID...

To rename this computer or change its domain or | Change...

workgroup, click Change.

iy

o (o |

Computer Name/Domain Changes X

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
DESKTOP-BNG1IQH

Full computer name:
DESKTOP-BNG1IGH

Member of

Domain:

Irdplt.deo. mil
(O Workgroup:

WORKGROUP

E&L’n; ax

= Y




«» Enter ‘Administrator’ credentials

Windows Security x

Computer Name/Domain Changes

Enter the name and password of an account with permission to
join the domain.

Password ‘

o Welcome to the 3rdplt.dco.mil domain.

r

+ Restart agent VMs



For Shop/Testing use:

% On VM, open a web browser and navigate to SecOnion
> |f prompted for Microsoft Edge, select ‘complete setup’ and close prompt
% Sign in to SecOnion with soadmin credentials

+ Navigate to Downloads

0 SecAgenti

i
=

Tools
]
e}
]

@
o}

& Security Onion
@] A Not secure
Overview | on
Alerts
Dashboards
Hunt
Cases
PCAP
Gnd
Downloads

Administration

Kibana

Elastic Fleet
Osquery Mana..
InfluxDB

CyberChef

A Type here to search

x  +

hitps://10.1.10.22/#/downloads

% Select ‘Windows x86 64 installer’

> Do not open file

> If denied for maliciousness, select ‘Keep’ under the download drop down




I secAgenti1 EEO= £ Action
1} @Ikec_' ty Onion x +
&~ | Security Onion 0.1.10.22/#/downloads 18 = ‘J’Q

Downloads

Downloads

When installing the Elaslic Agent onto remote systems, be sure to allow ne

Elastic Agent Installers

These installers are customized for this specific installation. These files are not signed. If you need signed non-
customized Elastic Agent installers, you can get them from

Version: 2.4.20 © 2024 Security Onion Solutions C cense: ELv2
9:49 AM

L Type here to search H ~ @ vy B

% From File Explorer -> Downloads, run package as Administrator
> When prompted for changes, select Allow
> |f SmartScreen prompt appears, select ‘Run’
% On workstation, Navigate to Elastic Fleet via Security Onion and verify agent

installation
Fleet

Agent policies  Enrolimenttokens Datastreams  Settings

Status @ v Agent policy @ ~  Upgrade available

® Healthy @ e Unhealthy @ e Updating @ e Offiine (@

Agent policy ® lemory @ Last activity Version Actions

Healthy 8 hours ago
8 hours ago

eal
Healthy 8 hours ago
eal

8 hours ago




For Customer use:

% On Workstation, navigate to: Security Onion -> Elastic -> Add Agent
% Under ‘1’ Select ‘endpoints-initial’
) elastic [SE ent, and more.

Agents

Add agent

Add Elastic Agents to your hosts to collect data and send it to the Elastic Stack.

What type of host are you adding?

Type of hosts are controlled by an . Choose an agent policy or create
anew one.

endpoints-initial

The selected agent policy will collect data for 4 integrations:

Windows System || @ Elastic Defend || ;! Osquery Manager

Enroll in Fleet?

Enroll in Fleet (recommended) — Enroll in Elastic Agent in Fleet to automatically deploy

% Scroll down to ‘3’ and select Windows
% Copy the given script to the clipboard

ent, and more.

Agents

Add agent

Add Elastic Agents to your hosts to collect data and send it to the Elastic Stack.

Install Elastic Agent on your host

Select the appropriate platform and run commands to install, enroll, and start Elastic
Agent. Reuse commands to set up agents on more than one host. For aarch64, see
our . For additional guidance, see our

Linux Tar Mac RPM DEB  Kubernetes

SProgressPreference = 'SilentlyContinue’

Invoke-WebRequest -Uri https://artifacts.elastic.co/downloads/beats/e
Expand-Archive .\elastic-agent-8.8.2-windows-x86_64.zip -DestinationP
cd elastic-agent-8.8.2-windows-x86_64

.\elastic-agent.exe install --url=https://10.1.10.22:8220 --enrollmen
[ )

4 Confirm agent enroliment




% Open 2 notepad files -> Named pulldown.ps1 and customerdeployment -> Save
to Desktop -> SecOnion_Deployment

% Paste into the first file (pulldown.ps1)
% Cut from ‘cd elastic’ to ‘--enrollment-token=[enrollment-token]==’

R

% Paste into second file (customerdeployment)
% On pulldown.psT-:
> Between ‘http://’ and ‘artifacts’, insert ‘[seconion_ip]:8443/
% On customerdeployment:
> Insert ‘--insecure’ before ‘--url=https:[customer_ip]’
> ***Note:*** Enrollment token must match the running version of Security
Onion. Each Security Onion instance will create its own unique token.

i
File Edit Format View Help
$ProgressPreference = 'SilentlyContinue’
Invoke-WebRequest -uUri http://10.1.10,22:8443/artifacts/beats/elastic-agent/elastic-agent-8.8.2-windows-x86_64.zip -OutFile elastic-agent-8.8,2-windows-x86_64.zip
Expand-Archive .\elastic-agent-8.8.2-windows-x86_64.zip -DestinationPath .

j customerdeployment - Notepad - m}

File Edit Format View Help

kd elastic-agent-8.8.2-windows-x86_64

Aelastic-agent.exe install --insecure --url=https://10.1.10.22:8220 --enrollment-token=vkxUcmhIMEINY21CSnp1VnBBbzE6NUSMYTE3CHVRCUdSMjRwQkIEd3RMUQ==
— e ———

« On Workstation, Run Powershell as administrator
> Cd C:\Desktop\SecOnion_Deployment
> Set-ExecutionPolicy Bypass
> \pulldown.ps1
> **Note:** running this script will produce two files, one zipped and one
unzipped

Set-ExecutionPolicy bypass

pulldown.psl

% On ESXI, add customerdeployment and both produced files to the datastore

Datastore browser

2 upload N 1 Delete B Move copy  *£3 create directory C Refresh

(@ datastorel BY sddsf O customerdeploym

() datastoreBig B3 Arkime [ elastic-agent-8.8.

B3 secagent [ pulldown.ps1.pst
£ SecAgent2

E5 Seconion Deploy..

B3 seconionp2

(@ [datastoreBig] SecOnion Deployment/




% On VM, open a Web Browser and navigate to ESXI
> Download both files from the datastore to Desktop\SecOnion
> Run Powershell as administrator
> Set-ExecutionPolicy Bypass
> \customerdeployment
m  When prompted to continue, enter y for yes

% On Workstation, navigate to Elastic Fleet via Security Onion and verify agent
installation

@ elastic ——

= Agents

Fleet

Agent policies  Enrolimenttokens Datastreams  Settings

Status @ v Agent policy @ ~  Upgrade available

® Healthy @ e Unhealthy @ e Updating @ e Offiine (@

Status Agent policy CPU @ Memory @ Last activity Version Actions

Healthy 8 hours ago
Healthy 8 hours ago
Healthy 8 hours ago

Healthy 8 hours ago

Rows per page: 20 v

**NOTE**

in the powershell script the ip address of your elastic host needs to be changed to the
external ip address of your firewall (if you are re-creating the elastic_package at
anytime)



Enabling Alerts in Elastic

In the security tab in Kibana there is a link for alerts. In this page you will be able to
manage the rules that trigger and alert. Enable all of the rules to alert that has an

integration capable of triggering that rule.

% Navigate to Security Onion. Under Tools, select Kibana.

= _Seaurity@nion

Grid
&5 Gri Alerts Options
& Downloads
Q + Group By Name, Module
202 Users
q Grid Members

£ Configuration

’ License Key

Kibana

Elastic Fleet

% Navigate to Management and select Stack Management.

elastic

Security Onion - Home
() Home

Recently viewed

{5} Management

% In the drop down on the left, scroll down and select Spaces.




elastic

= Stack Management

Rules
Cases
Reporting

Maintenance Windows

Security
Users
Roles
APl keys

Kibana
[PEIERVEITS
Files

Saved Objects
Tags

Search Sessions
Spaces

Advanced Settings

Stack
License Management

Upgrade Assistant

% Select ‘Edit’ (pencil icon) under Actions.

Spaces

Organize your dashboards and other saved objects into meaningful categories.

Description Features Identifier

This is your default space! 23 [ 32 features visible

Rows per page: 10 v

% Navigate to Features and checkmark Security

Features
Set feature visibili Feature visibility
% Analytics
@) Enterprise Search

d Observal

@ Security

{5} Management

Actions




> Update Space and confirm.

% Open a second Kibana tab from Security Onion.
% Navigate to Security and select Alerts.

% Select Manage Rules.

@ elastic

= Alerts

@ Security

Dashboards

Alerts

Findings

Timelines R o

Cases
Explore

Intelligence

Severity levels

Levels Count

® Low 1

&7 GETSTARTED

Manage

% Load prebuilt rules
% Click on Select All [#] rules

Severity

Alerts by name

Rule name

My First Rule

Count

Top alerts by

host.name ©

1 seconion3rd

> Select Bulk Actions and click enable from the pop up.
> *after it loads there should be 47 rules that have errors, this is normal*

elastic

= Rules

@ Security

Rules

Dashboards L.
Rule Monitoring

Alerts

Findings

Timelines
Cases
Explore

Intelligence

® 0/1integrations @ 73

® 0/1integrations @ 47

Riskscore  Severity

o High

® Med.

Tags 500 v

Last run

8 hours ago

-~ 8 hours ago

Elastic rules (806) Custom rules (0)

Lastresponse  Last updated

® Warn... 8 hours ago

® Warn... 8 hours ago

host.name

Enabled rules Disabled rules

Notify Enabled




Options

@ Security Rules Enable

Duplicate
Rule Monitor
Alerts Index patterns

Dashboards

Findings ~
& C Tags Tags B3 v Elastic rules (806) Custom rules (0) Enabled rules Disabled rules

Timelines

Cases
Riskscore  Severit Last run Lastresponse  Last updated Enabled
Explore Update rule schedules Y P P

Intelligence Apply Timeline template 73 OFED - fiErsam O 8 hours ago
Export 47 ® Med... 8 hours ago ® Warn... 8 hours ago
Disable 21 ®Low ghoursago ©® Warn.. 8 hours ago
21 ® Low 8hoursago  ® Warn... 8 hours ago
21 ® Low 8hoursago  ® Succ... 8 hours ago
47 ® Med.. 8hoursago ©® Warn... 8 hours ago

7 GET STARTED )
73 ® High  8hoursago  ® Warn... 8 hours ago

Enabling Playbook Alerts in Security Onion

« From the security onion homepage navigate to the Playbook link on the left hand side of
the page

g5 Grid Grid Configuration

& Downloads

Filter

. e

o= Lsers
“a Filter the items on this page by
keyword

«<§ Grid Members
analyst

A License Key beats_endpoint

Tools beats_endpoint_ssl

(4 Kibana
desktop

(A Elastic Fleet

4 Osquery Mana._.

eval
4 InfluxDB

(2 CyberChef fleat

(2 Playbook heavynode

4 Navigator
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% Once you are in the detection playbook, select the “select all box” at top of chart.
% Click on 3 dots under “Actions” to set “Status” to “Active”.
> *A few will stay as Draft status which is normal*

Playbook

Custom queries
Playbook
Active Plays
« Filters All Plays
Draft Plays
Status open v Add filter v Inactive Plays
> Options Playbook - Community Sigma

Playbook - Intemnal
2 2ol B Clear

# v  Status Level Playbook Title Updated

05 | orat | mon | communty | e ————— oormanas o2
» Edit Draft
Draft m Remate Thread Creation Via PowerShell In Rundii32 02/28/2024 02:11 PM I -
- Potential Credential Dumping Attempt Via PowerShell Remote Thread 02/28/2024 02:11 PM I Playho ok N
m Remole Thread Creation Via PowerShell 1022812024 02:11 PM I = Filter
Password Dumper Remote Thread in LSASS 02/28/2024 02:11 PM I

D o | comneemammomeny | omamenn ||
T e | emeneomsemermee | oommmenm |
o | | it o catse e | oommmmnon |
[ | o | o | ey | r-cacmsrorosranas tecean | wemzmenmn |
N O — L

Actions

It will bring you to a new tab for the play book. From here you are going to click on “All Plays”
and select all of them that you can on the page. Then click the three dots and select “active” and

will enable all of those rules. Yes you have to manually do this for each page of alerts and it is
tedious.

Adding Integrations

In the elastic stack within security onion you can add integrations to your elastic endpoint agent
dynamically without having to reinstall the endpoint on each device after adding the integration.

To access the integrations page you will navigate to Kibana, then on the left hand side scroll all
the way down and click on the integrations link. This will bring you the page with all of the
integrations that are available to add.



Security Onion Baselining

Initial baselines give a control point as a reference. Comparing and knowing what normal logs
and/or traffic look like is necessary to finding malicious traffic

+ Collecting live OS-Queries
> security onion application -> tools (bottom left corner) -> OS-query Manager
> OS-query Manager -> new live query -> input platform and pack you want to run
> Add to case (clipboard) -> create case -> name the case based on query being
ran -> add a brief description ->create description

There are pre-loaded packs that will pull various os information on selected agents, the baseline
will give a control sample on what the network looks like prior to any adversary action.

+ View created cases
> go to https://10.x.x.x(Security Onion IP)/kibana/app/observability/cases

Once malicious activity has been detected within the network, these cases can be monitored for
detection alerts.


https://10.x.x.x

