
OpenVAS S.O.P.
By: Cpl Jimenez
3rd PLT DCO-IDM
LU: 20231117

This document will serve as the guide to OpenVAS installation and usage for operations.

OpenVAS Overview..................................................................................................................... 1
OpenVAS Installation.................................................................................................................. 2
OpenVAS Set-Up..........................................................................................................................2
OpenVAS Baselining................................................................................................................... 2

OpenVAS Overview

OpenVAS is an open source Linux-based vulnerability scanner. The intent of
OpenVAS usage is to scan the network for vulnerabilities and thereby become
aware of certain weaknesses in the network, which can then be turned into an
RFI request. You can schedule scans as well so that you always have a relatively
recent scan that has up to date information regarding the network. In our
network, we typically install it on top of a Kali VM, which itself is hosted on ESXI
which is on a CyberPac. Once properly configured, you can launch OpenVAS
either via the Terminal or the browser. The terminal method requires you to type
in the ‘gvm-start’ command (which must be run as sudo) to start the openvas
daemon. The browser method will require you to type in https://127.0.0.1:9392
into the URL bar. Make sure you prepend the url with https:// otherwise it will not
work if you simply type in 127.0.0.1:9392. Note that OpenVAS installation will not
work at all if your VM isn’t connected to the internet. Also keep in mind that
without a license, OpenVAS only lets you scan networks up to a size of /20. If you
need to scan a network larger than that, you will have to subnet and create
multiple target profiles.



OpenVAS (and Kali Linux) Installation

❖ ***Make sure you build your VM on VMWare Workstation Pro***
➢ ESXI doesn’t play nice with .ova’s generated from VirtualBox

❖ Start with a fresh Kali Linux image (Installation instructions below)
❖ Open up VMWare Workstation Pro and select File -> New Virtual Machine

❖

❖ Select ‘Typical Installation’



❖

❖ Next, pick your .iso file’s location



❖

❖ Tell VMWare what operating system you’re installing if it hasn’t
auto-detected it



❖

❖ Name the virtual machine, and select where it should be saved. The
directory you’re saving it in should have plenty of space. Keep in mind that
the VM itself will be about 70GB when completed.



❖

❖ Make sure that your VM has plenty of space (at least 100GB). You will
need a decent chunk of this space in order for the next steps to go
smoothly and avoid crashing your VM due to a lack of space. Select ‘Store
virtual disk as a single file’ as well.



❖

❖ Verify your settings are correct. If they aren’t, click on the Customize
Hardware button and select the appropriate settings. At least 16GB of
memory (more memory = faster scans) and four hyperthreaded cores for
eight cores total are required.



❖



❖

❖ Next, power on the virtual machine



❖

❖ When you boot up the machine for the first time, select ‘Graphical Install’.
This is the GUI guided installation which is much more user-friendly



❖

❖ Select your system language, keyboard layout and timezone







❖ Create a hostname for the machine



❖

❖ Enter a domain if you wish. You can also leave it blank.



❖

❖ Enter the full name of the primary user



❖

❖ Create a username for the machine



❖

❖ Configure your passwords. For simplicity’s sake, I use the Kali default
username/password of kali/kali



❖

❖ Set up the system clock



❖

❖ Next you will be asked how you want to partition your installation. Stick
with the default options

❖



❖



❖



❖



❖



❖

❖ The system will eventually prompt you to install additional software options.
Simply hit continue to continue, unless you want the extra stuff.



❖

❖ Install the GRUB bootloader



❖



❖

❖ Press Continue to reboot and finish the Kali install



❖

❖ Once you boot up into Kali, open up the terminal. You will need to run
many of these commands as super user, so use the ‘sudo su’ command
so that you don’t have to preface every command with ‘sudo’

❖

❖ Upgrade the OS, and install and upgrade packages with the following
commands:
➢ sudo apt update -y
➢ sudo apt upgrade -y



■ When prompted for services to automatically restart in the
middle of the upgrade, select yes by hitting the tab key until
the option to select yes is highlighted in red, then hit enter.

■
■ You will also be alerted to an obsolete version of the

PostgreSQL daemon. This will come into play later.

■
➢ sudo apt dist-upgrade -y
➢ You can chain these three command together using ‘&&’ as pictured

below

➢

➢ You will eventually be prompted for what you’d like to do concerning
the /etc/gprofng.rc file. It isn’t really relevant to the OpenVAS
installation and you can pick yes or no, it doesn’t matter



➢

❖ Upgrade the PostgreSQL package and configure the correct listening port
(latest version required in order to install OpenVAS correctly)
➢ If the above commands ran properly, it should install the latest

version of the PostgreSQL package.
➢ List your clusters with the ‘pg_lsclusters’ command. You can see

here that both version 14 and version 16 are installed on the very left
hand side of the picture

➢

➢ Delete the older versions of the package with the ‘sudo
pg_dropcluster x main’ command, where ‘x’ is the OLD version of
the package. Run pg_lsclusters again to verify that the latest
version is the only one installed

➢

➢ The PostgreSQL daemon needs to be listening on port 5432. In
order to configure this, you need to edit the postgresql.conf file. It
should be located in /etc/postgresql/x/main/ where ‘x’ is the version
number.

➢

■ Scroll down a little bit until you see a line that says port = xxxx.
Change it to 5432.

■ Restart the PostgreSQL service with the ‘pg_ctlcluster x
main start’ and ‘service postgresql restart’ commands in
that order. Again, ‘x’ is the version of PostgreSQL that you are
working with.



■

❖ Install OpenVAS with the ‘sudo apt install openvas’ command



❖

❖ The next step is to run the installer, which will configure OpenVAS and
download various network vulnerability tests (NVTs) or signatures. Due to a
large number of NVTs (50,000+), the installation process will take a lot of
time and consume a lot of data. Keep in mind that if this step is done
incorrectly, OpenVAS will not work at all because it will not have any virus
definitions to work off of. Enter the following command:
➢ ‘sudo gvm-setup’

➢

❖ After the configuration process is complete, all the necessary OpenVAS
processes will start and the web interface will open automatically. The web
interface is running locally on port 9392 and can be accessed through
https://127.0.0.1:9392. OpenVAS will also set up an admin account and

https://localhost:9392
https://localhost:9392


automatically generate a password for this account which is displayed in
the last section of the setup output

❖ Verify that everything installed correctly by running the ‘sudo
gvm-check-setup’ command. If something did not install correctly, this
command gives you instructions as to what to run to fix the issue(s).

❖

❖ Once you have verified that the installation is good, start the OpenVAS
daemon with the ‘sudo gvm-start’ command (if the OpenVAS daemon and
the web interface didn’t start upon completion of the ‘gvm-setup’
command). If this command isn’t run, OpenVAS will not work and you will
not be able to access it at all.

❖ If you want to change the password use the ‘sudo gvmd --user=admin
--new-password=<passwd>’
➢ If the above command doesn’t work, try ‘sudo -E -u _gvm gvmd

--user=admin --new-password=admin’



❖ Shut down the VM and export it into an .ova format so you can put it onto
ESXI.

OpenVAS Set-Up

Before you start scanning, you need to make target profiles. You can do this either by going to
Configuration -> Targets or by going to the Scans -> Tasks tab and creating a new task and then
making the target profile from there. The below screenshot shows the easier option;
Configuration -> Targets

It is best practice to name the target profile after the subnet you are scanning (for example,
10.1.5.11-10.1.5.20). Make sure that you do NOT put spaces in the subnet range when you are
specifying it under the manual option. You can also specify multiple specific IPs by putting them
in a .csv file and selecting the “from file” option. If you are using this option, put only one IP per
line, like so:
10.1.5.11
10.1.4.22
10.1.3.33

In order to run your scans, click on the play button on the right hand side of
the screen. You can also pause, stop, delete, edit, clone or export your



scans. These buttons are in the middle right of the screen, under the Tasks
tab, as pictured below:

Once your scans are done, you can view the associated report by clicking
on the date under the Last Report section.

-Alternatively, if you want to view earlier reports, click on the
number of reports, and then click on the report you wish to see.

-Once you pull up a report, you can view specific results like
what hosts the scan found, what ports are open, and what CVEs it caught
by navigating to the specific tab. Alternatively, you may find the
'Corresponding Results' and 'Corresponding Vulnerabilities' sections
useful. These are the buttons in the upper left hand corner shaped like a
radar and a biohazard icon respectively.

Screenshot depicting how to pull up the most recent report:



Screenshot depicting Results tab once the report has been pulled up:

This is a screenshot of the associated CVEs pulled from a report. Notice



on the right hand side it depicts the Severity levels and the name of the
CVEs so you can do further research on them if required:

Click here to view the Corresponding Vulnerabilities



Another object of note is the 'Download Filtered Report' button, which looks
like a downward facing arrow pointing into an open box.

Clicking this button will let you download your results into one of several
formats. I recommend the .pdf format because it takes all the important
information the scan found and formats it into an interactable .pdf file. It
has a table of contents, which you can click on to navigate around the
document.

Pictured below is where you go to download said reports and the drop
down menu to select the PDFs, as well as an example of the report it
generates:



Another area of note is under the Assets tab under Hosts. This tab will
show you a network map of your host topology which is color coded with
their corresponding vulnerabilities’ levels. Red is severe, orange is
medium, blue is low, and gray is not vulnerable or not applicable. It will also



show you a list of scanned hosts, their IP address, their OS and the CVE
severity level.

A picture of the Assets -> Hosts tab and the results:

Further areas of interest are under SecInfo->NVTs, SecInfo->CVEs,
Scans->Reports, Scans->Results and Scans->Vulnerabilities.

A picture of SecInfo -> NVTs



A picture of SecInfo -> CVEs

If you need to change the password from the GUI, you can do so by
clicking the ‘My Settings’ icon in the upper right hand corner which looks
like a person. Then click the edit settings button in the top left, which looks



like a page with a star on it. From here you can change several options in
addition to the password like your timezone and how many rows OpenVAS
should display at once when showing results. Click ‘Save’ to save
changes. Pictured below is what it should look like.

OpenVAS Baselining

❖ Create a baseline by running your scans at least a few times. You can
schedule your scans to run them at specific times. Once you have a few
reports generated (around 3 - 5 for each target profile) look at the reports
to see if the number of CVEs has changed. This will give you a good idea
of what your baseline is.

gvm-check-setup command

Below is a screenshot of the gvm-check-setup command. Notice that the command has failed
and notified you that the setup is not complete. When the setup is not good, it will tell you



exactly what commands to run. Keep in mind that the gvm-check-setup command must be run
as sudo.



Below is an example of a good gvm-check-setup command


